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The heart of Security Operation
Center (SOC) mission is to
execute the following programs:

v Threat monitoring
v Threat hunting
v Threat investigation

v Incident response

“The SOC is a team, not
a facility.”

Gartner: How to Plan, Design, Operate and Evolve a SOC
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Threat hunting
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Access to a library of OOTB
widgets, all updating in real-time
to surface high-risk activities

Customisable options and filtering
across over 100 searchable fields
present the right details in the
most effective way

« Guided search enables immediate

access to underlying evidence

Threat Investigation

+ Colour-coded charts for quick

recognition of risky activities

« Access to OOTB and custom

contextual lookups (e.g., AD,
threat intel, WHOIS) for fast
recognition of related evidence

- Immediate access to underlying

log data enable quick sorting and
column filtering to hone in on
pertinent data

SOC management
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+ Access to customisable activity

trends views show overall risk

- Case metrics and trends enable

continual improvement in
organisational effectiveness

* Filtering dashboards by case tags

reveals effectiveness across
different threat types




Our Threat Lifecycle Management (TLM) Framework,
describes the collection of integrated operational
capabilities required to realize the SOC mission.

TIME TO RESPOND

h

Forensic Data Discover Qualify Investigate Neutralize Recover

Collection
Security Search Assess threat Analyze threat Implement Clean up
event data analytics counter-
Determine risk Determine measures Report
Log and Scenario nature and
machine data analytics Determine extent of Mitigate threat Review
whether full incident and risk
Forensic Behavior investigation is Adapt

sensor data analytics necessary



No End In Sight




Digital Disruption

Perimeter erosion

Volume of Data
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Security Automation

& Orchestration




Effective Enterprise TLM Reduces Cyber-incident Risk
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Deliver enterprise Threat Lifecycle
Management, of highest efficacy, at
lowest TCO
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CASE FILE

Security Orchestration, Automation

SOAR and Response

SIEM UEBA Security Analytics
powered by LogRhythm CloudAI and AI Engine

NDR EDR

Enterprise Log Management
Enterprise Security Data Lake

Data Collection

powered by Elasticsearch

Endpoint Monitoring

MDI Fabric

Network Monitoring



:#*LogRhythmr / CloudAl

Search for Entity & =2

Overview Scored range between: Aug 16, 2017 7:00am - Aug 17, 2017 6:00am UTC - 06:00 .
Data Stream: 1 p 2 MPS Users: 24 Observations: 2’8 8 O Threat Events: 29 Live CloudAl Data - U Se r be h aVI o u r
analysis
User Distribution

1 Risk scoring of all users

y

i = : > 5 - = on the network

06 PM 0% PM Wed 08 03 A 06 AM 09 AM 12PM

In the lask 24 hours | Alarm Status: Opened « | Entity: Any v AlarmRule:Any  »  RiskiAny ~  Motificstion List: Any «  AlarmId: Any ~  ResetFilters

() Check visible SortBy Please Select «

AIE: Progression: to ExFil, AIE: Disruption: Files Deleted by AIE: Lateral Multiple Account
Corruption, Disruption Admin Passwords Modified by Admin

Global Entity Global Entity RISK Global Entity

02/08/2017 4:10:07 pra Id: 57 | 02/08/2017 4:10:06 prn Id: 56 02/08/2017 4:08:45 prn Id: 55

| 59 €y==smsll asn

Kayla Stewart - kayla.stewart
50 s Q=m
e A
Il .~ &

Luis Rodriguez - luis.rodriguez



:*LogRhythm-

Dashboard

Alarms
DATE: Last 60 days «~ ALARM STATUS: ANy ~

30 6 8 A
[ select all
[New ] @ W O
Behavioral A ly: Ac
Abnormal Amount »
San Jose/Engineering
Jul 23 2:31pm
ADD ITEM TO LIST Approve Deny
New = @ g O
Suspicious Activity: Detected
Malware Activity >
San Jose/Training
Jul 22 12:48am
DISABLE ACCOUNT  Approve Deny
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General Attack Activity: Host
Denial of Service >

RISK Georgetown/Marketing

Alarms

Suspicious Activity: Detected
Malware Activity »

RISK Georgetown/Marketing
Jul 23 9:45am

ADD ITEM TO LIST Approve Deny
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General Attack Activity: Host
Denial of Service »

RISK San Jose/Engineering
Jul 22 6:26pm

CAPTURE SESSION  Approve Deny
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Behavioral Anomaly: Account:
Abnormal Amount »

RISK San Jose/Training

Reports Cases Searches w12 2~
® Live Data
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| ~ . | open |
...... |
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SORT BY | Priority -
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General Attack Activity: Host
Denial of Service »

San Jose/Training
Jul 22 5:56pm

TERMIMATE SESSION = Approve Deny

New

@ e O
Behavioral Anomaly: Account:
Abnormal Amount »

RISK  Georgetown/Marketing

Jul 22 7:34pm

False Alarm 93 = om O

Suspicious Activity: Detected
Malware Activity >

RISK San Jose/Engineering TASKS

- Prioritised alarms

Centralising all security
incidents

Built-in Incident
response and case
management

No charge

One product



:#*LogRhythm®  pashboaras Alarms

Add multiple playbooks
0 = gy @ 131 Executive Account Compromis.. > T £ to a Case to scale and

‘ accelerate incident
investigation and

@ Playbook: Malware Defense [ & ~ response

This Playbaok outlines the steps that must be taken once
aMalware incident has been detected

- Playbooks make SOC
analyst work easy and
faster
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And We Lead Again, with Our 15 Critical Capabilities
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Pervasive Forensic Visibility
Uniform Data Processing and Enrichment
Efficient and Flexible Architecture

Integrated Threat and Business Context
High Performance Search Analytics

IOC and TTP-based Scenario Analytics
User & Network Behavior Analytics

Holistic & Rapid, Risk-based Threat Triage
Machine Assisted Threat Hunting
Enterprise Orchestration & Collaboration
Automation & Autonomous Workflows

Comprehensive Compliance Automation
End-to-end Security Operations Metrics
Open Yet Secure

Broader IT/OT Leverage
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Pervasive Forensic Vis
Uniform Data Process
Efficient and Flexible /

Integrated Threat and
High Performance Sea
IOC and TTP-based Sc¢
User & Network Behay

Holistic & Rapid, Risk
Machine Assisted Th
Enterprise Orchestra
Automation & Auton

SIEM

ELM

UEBA NDR

SOAR

Comprehensive Compliance Automation
End-to-end Security Operations Metrics

Open Yet Secure

Broader IT/OT Leverage

EDR



Forrester Wave:

Strong

Challengers Contenders Performers Leaders

Stronger
current
LogRhythm

offering
Splunk
RSA @ &)
IBM

A
McAfee ()
b () Securonix

= « Gurucul

Micro Focus 'J LExabeam

® Fortinet * Huntsman Security

AlienVault ()

(© Rapid7

Weaker
current
offering

Weaker strategy P> Stronger strategy

Market presence

Forrester evaluated 13 vendors based on 30 criteria, and
LogRhythm received the highest possible score in 20 of
those categories.

In the report, Forrester stated:

“LogRhythm remains the largest standalone pure-play
security analytics platform provider in the market...
customers seeking a full-featured security analytics
platform should consider LogRhythm.”



LogRhythm Named a Leader in Gartner’s Magic Quadrant for SIEM

Splunk

@M

o
Dell Technologies (RSA)
Exabeam

LogRhythm

McAfee

. o Securonix
Micro Focus © ®

AlienVault @ @ Rapid7
Fortinet
Netsurion-EventTracker @ @

@ LogPoint

SolarWinds @ Venustech

BlackStratus ~ ManageEngine

LogRhythm Recognized as Market
Leader for 7th Consecutive Year

“LogRhythm offers a single vendor
approach for buyers that want an SIEM
solution that offers complementary and
self-contained options for network and
host-level monitoring, as well as UEBA
capabilities.” — Gartner



Machine-Analytics

Foundation (Al Engine)

Data Processing Automation
Foundation Content Delivery Foundation Behavior
Foundation (KB) (SmartResponse)  Analytics (Al
Engine)
2005 2007 2010 2012 2014
Log Management Unified SIEM and Endpoint Patent:.Log Data Network
. . Processing (MPE) .
Foundation Log Management Forensics Forensics
(SysMon) (NetMon)

Gartner
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HIGHEST SCORE | ALL 3 USE CASES
2015 SIEM CRITICAL CAPABILITIES

FROST & SULLIVAN

2015 Global SIEM
Enabling Technology Leadership Award

M E D | A
RECOMMENDED

Patent: Stream-based
Analytics (Al Engine)

FORRESTER
2017
A 2016 LEADER
e
SANS
NETWORKWORLDASIA BESTo2016
INFORMATION ‘W
MANAGEMENT e 4G o

EF AWARDS

M E D I A

NextGen Ul/UX
(Web Console)

customer
choice

RECOMMENDED Limeee

Analytics-as-a-

service
(CloudAl)
LogRhythm 7.4
Case (Playbooks)
Management
2016 2018 Present

Elasticsearch
Backend

LogRhythm UEBA

FORRESTER

WAVE
LEADER 2018

Security Analytics
Platforms.

Gartner

SIEM Magic Quadrant
@
AWARDS
‘ WINNERSW

CYBER DEFENSE MAGAZINE
N
N\ 2018~
\\//

M E D I A
BEST BUY

Gartner

4.4 out of 5 Stars
306 Reviews

A 2018 LEADER
SIEM Magic Quadrant
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